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12. Az USB HID eszkozosztaly — 2. rész
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Felhasznalt és ajanlott irodalom

STMicroelectronics: STM32 USB training (27 video + letolthetd anyagok)

Youtube lejatszasi lista

Letslthetd anyagok (ZIP f4jl)

STMicroelectronics: UM1734 - STM32Cube™ USB device library
Jan Axelson: USB complete (konyv)

Jan Axelson: The HID page (weblap)

USB-IF: USB 2.0 Specification

USB-IF: USB Device Class Definition for Human Interface Devices (HID)
USB-IF: HID Usage Tables for USB

Brave Engineer: STM32F103 USB emyaarop HID knasiatypu
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https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-moocs/STM32-USB-training.html
https://www.youtube.com/playlist?list=PLnMKNibPkDnFFRBVD206EfnnHhQZI4Hxa
https://drive.google.com/open?id=1sjU9iNvh_khDZHDM9Qau03PGKwMd4u7U
https://www.st.com/content/ccc/resource/technical/document/user_manual/cf/38/e5/b5/dd/1d/4c/09/DM00108129.pdf/files/DM00108129.pdf/jcr:content/translations/en.DM00108129.pdf
http://janaxelson.com/usbc.htm
http://janaxelson.com/hidpage.htm
https://www.usb.org/document-library/usb-20-specification
https://www.usb.org/sites/default/files/documents/hid1_11.pdf
https://www.usb.org/sites/default/files/hut1_21_0.pdf
https://brave-engineer.space/usb-hid-keyboard/

USB eszkozleiro tablak

= Az eszkozleir6 tablazatok (descriptors) strukturalt
adatsorok, amelyek az eszkoz jellemzdit adjak meg
a host altal értelmezheté moédon

Device String
descriptor descriptor

l

Configuration
descriptor

= Device descriptor table - ezt olvassa elséként a host

HID eszkozoknél az
adatcsomagok (un. reportok)
szerkezetét, jellegét,
jelentését is meg kell adni
Ldsd: HID usage tables

= Configuration - egyidejileg csak egy lehet aktiv
" Interface — tobb is lehet aktiv (pl. HID +MSC) l
* Endpoint - végpontok mérete, iranya (IN/OUT)

Device Descriptor
Configuration Descriptor l i

Intertace
descriptor

Configuration Descriptor

Endpoint HID
Report Physical
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https://usb.org/document-library/hid-usage-tables-122

A Device descriptor az a leird
adatsor, amelyet
kapcsolddaskor eléséként kér
le és olvas el a host

Példaképpen nézziik meg egy
olyan USB HID eszko6z leiro
tablazatait, amely billentytizet
és pointer is egyben (a HID
eszkozosztalyt leird
hid1_11.pdf mintapéldaja)

A mi programunk ettél
annyiban tér el, hogy egy
pointer eszkozt irunk at
billentytizetnek (csak egy
interface lesz ....)

Hobbielektronika csoport 2020/2021

Device descriptor

Part Offset/Size  Description Sample Value
(Bytes)

bLength 0/1 Numeric expression specifying the size of this 0x12
descriptor.

bDescriptorType 1/1 Device descriptor type (assigned by USB). 0x01

bcdUSB 2/2 USB HID Specification Release 1.0. 0x100

bDeviceClass 4/1 Class code (assigned by USB). Note that the HID class  0x00
1s defined in the Interface descriptor.

bDeviceSubClass 5/1 Subclass code (assigned by USB). These codes are 0x00
qualified by the value of the hDeviceClass field.

bDeviceProtocol 6/1 Protocol code. These codes are qualified by the value 0x00
of the bDeviceSubClass field.

bMaxPacketSize() 71 Maximum packet size for endpoint zero (only 8, 16, 0x08
32, or 64 are valid).

idVendor 8/2 Vendor ID (assigned by USB). For this example we’ll ~ OxFFFF
use JxFFFFE.

idProduct 10/2 Product ID (assigned by manufacturer). 0x0001

bcdDevice 12/2 Device release number (assigned by manufacturer). 0x0100

iManufacturer 14/1 Index of String descriptor describing manufacturer. 0x04

iProduct 15/1 Index of string descriptor describing product. 0x0E

iSerialNumber 16/1 Index of String descriptor describing the device’s 0x30
serial number.

bNumConfigurations 17/1 Number of possible configurations. 0x01

4 Debreceni Megtestesiilés Plébania




Configuration descriptor

Part Offset/Size Description Sample Value
(Bytes)

bLength 0/1 Size of this descriptor in bytes. 0x09

bDescriptorType 1/1 Configuration (assigned by USB). 0x02

wTotalLength 21 Total length of data returned for this configuration. 0x003B

Includes the combined length of all returned descriptors
(configuration, interface, endpoint, and HID) returned
for this configuration. This value includes the HID
descriptor but none of the other HID class descriptors
(report or designator).

bNumlinterfaces 4/1 Number of interfaces supported by this configuration. 0x02
bConfigurationValue 5/1 Value to use as an argument to Set Configuration to 0x01
select this configuration.
iConfiguration 6/1 Index of string descriptor describing this configuration. 0x00
In this case there 1s none.
bmAttributes 741 Configuration characteristics 10100000B
3 Bus Powered

6 Self Powered
3 Remote Wakeup
4..0 Reserved (reset to 0)

MaxPower 8/1 Maximum power consumption of USB device from bus @

in this specific configuration when the device 1s fully
operational. Expressed in 2 mA units—for example, 50
= 100 mA. The number chosen for this example 1s
arbitrary.
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Interface descriptor (keyboard)

Part Offset/Size Description Sample Value
(Bytes)

bLength 0/1 Size of this descriptor in bytes. 0x09

bDescriptorType 1/1 Interface descriptor type (assigned by USB). 0x04

binterfaceNumber 2/1 Number of interface. Zero-based value identifying the 0x00

index in the array of concurrent interfaces supported by
this configuration.

bAlternateSetting 3/1 Value used to select alternate setting for the interface 0x00
identified in the prior field.

bNumEndpoints 4/1 Number of endpoints used by this interface (excluding 0x01
endpoint zero). If this value is zero, this interface only

uses endpoint zero.
binterfaceClass 5/1 Class code (HID code assigned by USB). 0x03

binterfaceSubClass 6/1 Subclass code. 0x01

0 No subclass
1 Boot Interface subclass

binterfaceProtocol 7/1 Protocol code. 0x01
0 None
1 Keyboard
2 Mouse

ilnterface 8/1 Index of string descriptor describing this interface. 0x00
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HID descriptor (keyboard)

Part Offset/Size  Description Sample Value
(Bytes)

bLength 0/1 Size of this descriptor in bytes. 0x09
bDescriptorType 1/1 HID descriptor type (assigned by USB). 0x21

bcdHID 2 HID Class Specification release number in binary- 0x101

coded decimal—for example, 2.10 1s 0x210).

bCountryCode 4/1 Hardware target country. 0x00
bNumDescriptors 5/1 Number of HID class descriptors to follow. 0x01
bDescriptorType 6/1 Report descriptor type. 0x22
wDescriptorLength 7/2 Total length of Report descriptor. Ox3F

Amikor a sajat HID eszkoziinkhoz egyedi HID report descriptort készitiink, akkor annak
méretéhez kel igazitani a fenti paramétert!
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Endpoint descriptor (keyboard)

Part Offset/Size  Description Sample Value
(Bytes)
bLength 0/1 Size of this descriptor in bytes. 0x07
bDescriptorType 1/1 Endpoint descriptor type (assigned by USB). 0x05
bEndpointAddress 2/1 The address of the endpoint on the USB device 10000001B
described by this descriptor. The address is encoded as
follows: Bit 7 Direction 0 - OUT endpoint
Bit 0..3 The endpoint number I - IN endpoint
bmAttributes 3/1 This field describes the endpoint’s attributes when 1t is 00000011B
configured using the bConfigurationValue. 11 Interrupt
wMaxPacketSize 4/2 Maximum packet size this endpoint is capable of 0x0008
sending or receiving when this configuration is
selected.
binterval 6/1 Interval for polling endpoint for data transfers.

Expressed in milliseconds.

Hobbielektronika csoport 2020/2021
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Item Value (Hex)

H I D Re p O rt d eS C ri pto r Usage Page (Generic Desktop), 05 01

Usage (Keyboard), 09 06
( ke b O a rd) Collection (Application), Al 01
y Usage Page (Key Codes); 0507
Usage Minimum (224), 19 EO
. 4 M Usage Maximum (231), 29 E]
A mai példaprogramjainkhoz egy - T Sifiedl Whininiiici (O 1500
ugyanilyen HID report leirora lesz ) e Gt
SZﬁkSégﬁnk Report Count (). 95 08
- Input (Data, Variable, Absolute), :Modifier byte 8102
A t f rt . " Report Count (1), 95 01
report ormatuina: ' Report Size (8), 75 08
- Input (Constant), :Reserved byte 8101
0 Modositok (Shift, Alt, Ctrl, stb) r ﬁjggj g;‘;“glfl S
1 | reserved J Usage Page (Page# for LEDs), 05 08
: o N\ Usage Minimum (1), 19 01
2 Blllentyu kod 1 Usage Maximum (5), 29 05
. oy . - Output (Data, Variable, Absolute), :LED report 91 02
3 BI”CHTYU kod 2 { Report Count (1), 9501
. vy s Report Size (3), 7503
4 BI”CHTYU kod 3 > Output (Constant), :LED report padding 91 01
. P ~ Report Count (6), 95 06
5 | Billenty( kéd 4 \ Report Size (8), 75 08
. P Logical Minimum (0), 1500
6  Billentyl kéd 5 Logical Maximum(101), 25 65
. vz Usage Page (Key Codes), 0507
7 BIHZHTYU kod 6 ) Usage Minimum (0), 19 00
Usage Maximum (101), 29 65
Input (Data, Array), :Key arrays (6 bytes) 8100
End Collection Co
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INFOGRAPHICS— oo

Példaprogramok

Blue pill kartya:

F103_USB_HID_PnP — LED vezérlés és adatbeolvasas
F103_HID_keyboard — USB billentytizet emulacio (HU)
F103_HID_kwikboard — PC vezérlés nyomégombokkal (HU)

Nucleo-F446RE kartya:

F446RE_HID_keyboard — USB billentydzet emulacié (US)
F446RE_HID_kwikboard — PC vezérlés nyombgombokkal (HU)

freepik.com
1 \
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https://www.freepik.com/free-vector/interior-classroom_4452325.htm#page=1&query=blackboard&position=27
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F103_USB_HID_PnP

Az el6z6 el6adasban bemutatott projektet az STMF103C8 MCU-ra is adaptaljuk: a program
a PC feldl érkezo6 64 bajtos lizenetek elsé bajtjat az alabbi tablazat szerint értelmezi

Valasz Szoveges leiras
0x80 nincs LED allapot atbillentése (LED a PC13 kivezetésre van kotve)
0x81 0x81 1/0 Nyomogomb allapotanak lekérdezése (SW1 a PBO0 kivezetésre van kétve)

0x37 0x37 LSB MSB ADC INO csatorna értékének lekérdezése (INO a PAO kivezetésre van kotve)

egyéb OxFF Nem értelmezett parancs

A 0x80 parancsra nem kiildiink valaszt
A 0x81 parancsnal a masodik bajt 1 vagy 0, a PB0O bemenet allapotatél fiiggden

A 0x37 parancsnal az ADC altal visszaadott érték 0 — 4095 kozotti szam, amit low endian
sorrendben kiildiink ki az tizenet masodik és harmadik bajtjaban

PC oldalon a Microchip Library for Applications (MLA) HID PnP demo mintaalkalmazasat
,vettiik kolcson” és adaptaltuk (Vid/Pid csere, ProgressBar1l maximuma 1024 helyett 4096)
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https://www.microchip.com/en-us/development-tools-tools-and-software/libraries-code-examples-and-more/microchip-libraries-for-applications#

F103_USB_HID_PnP: custom HID konfiguralas

Finout & Configuration Clock Caonfiguration

v Software Packs v Pinout

Q {c} USB_DEVICE Mode and Configuration :

Categories
Class For F5S IP |Custom Human Interface Device Class (HID) v
System Core by
Analog b Configuration

Timers N Reset Configuration

& Parameter Settings | @ Device Descriptor | @ User Constants

i >
Connectivity Configure the below parameters :

Computing > Q|Ses = ® ® R
~ (Class Parameters
Middleware CUSTOM_HID FS BINTERVAL e

USBD_CUSTOM HID REPORT DESC_SIZE (Total length for Report descriptor (IN ENDPOINT)) 33
USBD_CUSTOMHID_OUTREPORT BUF_SIZE (Maximum report buffer size (OUT ENDPOINT)) 64

FATFS _
FREERTOS ~ Basic Parameters
USBD MAX _NUM_INTERFACES (Maximum number of supported interfaces) 1
USBD MAX NUM_CONFIGURATION (Maximum number of supported configuration) 1
USBD MAX _STR_DESC SIZ (Maximum size for the string descriptors) 512 bytes
USBD SELF POWERED (Enabled self power) Disabled
USBD DEBUG _LEVEL (USBD Debug Level) 0: Mo debug message

Hobbielektronika csoport 2020/2021 13 Debreceni Megtestesiilés Plébania




F103_USB_HID_PnP: ADC konfiguralas

Pinout & Configuration @ Clock Configuration ‘ Project Manager
v Software Packs v Pinout
ADC1 Mode and Configuration : iF Pinout view £ System view
Mode
e
System Core b Mo g
O 11 é
Analog A g
N Configuration gl
ADC2 e ———— -
@ OMA Settings | @ GPIO Settings x
o
Timers ’ ~ ADCs_Common_Settings LED
c o 5 Mode Independent mode
onnectivity ~ ADC._Settings RCC_QSC3I2_IN SYS_JTMS-SWDID
, Data Alignment Right alignment RCC_0SC32_0uUT LUSE_DP
Computing > : )
Scan Conversion Mode Disabled RCC 0SC N USE DM
Middleware y Continuous Conversion Mode Disabled RCC 0SC OUT
Discontinuous Conversion Mode Disabled - -
~ ADC_Regular_ConversionMode
Enable Regular Conversions Enable
Mumber Of Conversion 1
External Trigger Conversion Source Regular Conversion launched by software STM32F103C8Tx
A Rank 1 ADCT_INO Al- . LQFP48
Channel Channel 0
Sampling Time 555 Cycles
~ ADC Injected ConversionMode -
Enable Injected Conversions Disable
~ WatchDog
Enable Analog WatchDog Mode ] ?
n
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F103_USB_HID_PnP: GPIO konfiguralas

Finout & Caonfiguration Clock Configuration ‘ Project Manager

v Software Packs ~ Pinout

GPIO Mode and Configuration {5 Pinout view £

System view

Configuration

=
System Core d |Gr|:|up By Peripherals v | g
e
. o
I:’l
DMA, g
Search Signals
NVIC |, ch (CrtHF) | [ Show only Modified Pins ol ol =
v RCC 2| &) & &
e |GPIO out.__[GPIO mode|GPIO Pull._ [Maximum Modified -
WWDG na’a Input mode Pull-up nfa LT ()
PC13-TA.. nfa Low Output O__. Mo pull-up.__. Low LED |Elsf=as
RCC_OSC32_IM  [EsEE Al13 SYS_JTMS-SWDIO
Analog 2 RCC_0SC32_0UT |[geilas AN USB_DP

) RCC_OSC_IMN [FEhES A USE_DM
Timers >
RCC_QSC_0OUT |EEEES
Connectivity >
WESEA

STM32F103C8Tx PB15
ADCT_INO  EE0ES LQFP48 PE14

PA1 PEB13

Computing >

Middleware b

PAZ ] FE12
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F103_USB_HID_PnP: Az 6rajelek konfiguralasa

RTC Clock Mux
HSE HEE_RTC \
— (128 O
Input frequency
o
L3I RC
KHz LSl
- > @
40 KHz T /
- To IWDG (KHz)
. 72 HCLK to AHB bus, core,
memory and DMA (MHz)
» & To FLITFCLK (MHzZ)
f1 W — 72 To Cortex System timer (MHz)
System Clock Mux
HEIRC
st | N > 72 FCLK (MHz)
» O
SYSCLK (MHz) AHB Prescaler HCLK (MHz) APB1 Prescaler
8 MHz PCLK1
dh 4sd 72 | /1 - 72 - 2 v APB1 peripheral clocks (MHz)
> O 36 MHz max 36
PLLCLK 72 MHz max
4k " /@( X2 72 APB1 Timer clocks (MHz)
_m APB2 Prescaler
PLL Source Mux PCLKZ
| /1 w 72 APB2 peripheral clocks (MHz)
Hal 72 MHz max
/2 . USB Prescaler
O — ¥ —_p- 72 APB2 timer clocks (MHz)
Input frequency LsE 8 — X9 v /156 v 48 To USB (MHz)
m L35 . - » @ ADC Prescaler
- L 16 ~ 12 To ADC1,2
4-16 MHz

Hobbielektronika csoport 2020/2021 Debreceni Megtestesiilés Plébania



F103_USB_HID_PnP: a generalt kod modositasa

= Az automatikus kddgeneralast kovetéen az STM32 USB training -
USB HID device custom device lab utmutatasat kovetve, modositanunk kell néhany
forrasallomanyt

= usbd_conf.h: Ellendrizziik OUT report és a HID report deszkriptor méretét!

#define USBD_CUSTOMHID_OUTREPORT_BUF_SIZE 64U

#define USBD_CUSTOM_HID REPORT DESC_SIZE 33U Ezeket elvileg a Custom HID Class

konfiguraldsndl madr bedllitottuk

= usbd_customhid.h: noveljik a végpontok méretét és mddositsuk az USBD custom HID
[tf struktarat
#define CUSTOM_HID_EPIN_SIZE Bx40
#define CUSTOM_HID EPOUT SIZE 0x40

typedef struct USBD CUSTOM HID Itf

{
uintd_t *pReport;
int8 t {* Init) (void);
int8_t (* Delnit) (void);
int8 t (* OutEvent) (uint8_t* );

JUSBD_CUSTOM_HID ItfTypeDef;
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https://www.youtube.com/watch?v=3JGRt3BFYrM

F103_USB_HID: a generalt kod moédositasa

usbd_custombhid.c: cseréljik le az OUT eseményeket kezeld fiiggvényeket erre!
(OUT esemény az, amikor a Host kiild adatcsomagot az eszkz EPOUT-janak)

static uint8_t USBD_CUSTOM_HID_DataOut (USBD_HandleTypeDef *pdev, uint8_t epnum) {
USBD_CUSTOM_HID_HandleTypeDef xhhid = (USBD_CUSTOM_HID_HandleTypeDefx*)pdev->pClassData;
((USBD_CUSTOM_HID_ItfTypeDef *)pdev->pUserData)->0OutEvent(hhid->Report_buf);
USBD_LL_PrepareReceive(pdev, CUSTOM_HID_EPOUT_ADDR , hhid->Report_buf,
USBD_CUSTOMHID_OUTREPORT_BUF_SIZE);

return USBD_OK;

uint8_t USBD_CUSTOM_HID_EPO_RxReady (USBD_HandleTypeDef xpdev) {
USBD_CUSTOM_HID_ HandleTypeDef xhhid = (USBD_CUSTOM_HID_HandleTypeDefx*)pdev->pClassData;
if (hhid->IsReportAvailable == 1) {
((USBD_CUSTOM_HID_ ItfTypebDef x)pdev->pUserData)->0OutEvent(hhid->Report_buf);
hhid->IsReportAvailable = 03

}
return USBD_OK;
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F446RE_USB_HID: a generalt kod mddositasa

= usbd_custom_hid_if.c: tegyiik elérhet6vé a main.c-ben definialt 64 bajtos ki- és
bemeneti buffereket és a jelz6t az tizenetek kezeléséhez!

/* Private variables ---------------------"-"-.-—-—-—----\ - ------—-"--"--———""-——- * /
/* USER CODE BEGIN PV x/

extern uint8_t TX_buffer[0x40]; //——— USB customhid

extern uint8_t RX_buffer[0x40];

extern uint8_t RX_buffer_flag;
/* USER CODE END PV %/
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F103_USB_HID: a generalt kod moédositasa

= usbd_custom_hid_if.c: készitsiik el az egyedi HID eszk6z Report Descriptor tablajat

__ALIGN_BEGIN static uint8_t CUSTOM_HID_ReportDesc_FS[USBD_CUSTOM_HID_REPORT_DESC_SIZE] __ALIGN_END =
{
/* USER CODE BEGIN 0O */
Ox06, O0x00, Oxff, // Usage Page(Undefined )
Ox09, 0O0x01, // USAGE (Undefined)
Oxal, Ox01, // COLLECTION (Application)
0x15, 0x00, // LOGICAL_MINIMUM (0)
Ox26, Oxff, 0x00, // LOGICAL_MAXIMUM (255)
Ox75, Ox08, // REPORT_SIZE (8) <-- 8-bites adategységekben szamolunk (gyk.: bajt)
Ox95, 0x40, // REPORT_COUNT (64) <-- a report mérete 64 bajt
Ox09, 0O0x01, // USAGE (Undefined)
Ox81, Ox02, // INPUT (Data,Var,Abs) <-- ez az IN report, amit a Host felé kiildink
Ox95, 0x40, // REPORT_COUNT (64) <-- ennek a report-nak a mérete 1is 64 bajt
Ox09, 0x01, // USAGE (Undefined)
0x91, Ox02, // OUTPUT (Data,Var,Abs)<-- ez az OUT report, amit a Host kiild
Ox09, 0Ox01, // USAGE (Undefined)
Oxb1l, 0x02, // FEATURE (Data,Var,Abs)
/* USER CODE END 0 */
OxCo /* END_COLLECTION x/
}s
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F103_USB_HID_PnP

= Az usbd_custom_hid_if.c allomanyban modositsuk a cusTom_HID_outEvent_Fs fliggvényt

static int8_t CUSTOM_HID_OutEvent_FS (uint8_tx state) {
/* USER CODE BEGIN 6 */
memcpy (RX_buffer,state,0x40); A beérkezé lizenetcsomagot
RX_buffer_flag = 1; atmdsol juk RX_buffer-be és 1-be
return (USBD_OK); allitjuk a jelzét
/* USER CODE END 6 */
}

= Szintén az usbd_custom_hid_if.c dllomanyban ,kiszabaditjuk” a kommentbél az
int8_t USBD_CUSTOM_HID_SendReport_FS(uint8_t *report, uintl6e_t len) fﬁggvényt,
ezzel tudunk majd lizenetet kiildeni a f6programbdl (ne legyen static fliggvény!)

int8_t USBD_CUSTOM_HID_SendReport_FS(uint8_t *report, uintl6é_t len) {
return USBD_CUSTOM_HID_SendReport(&hUsbDeviceFS, report, len);
¥

= Deklaraljuk az USBD_CUSTOM_HID_SendReport_FS() fiiggvényt az usbd_custom_hid_if.h
allomanyban, hogy ténylegesen elérhet6 legyen (ne legyen static fiiggvény!)

21
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F103_ USB _HID PnP: main.c (részlet)

A téprogramban definidltuk a ki- és bemeneti buffereket (hogy kényelmesen elérjiik)
Az usbd_custom_hid_1if.h becsatolasa révén pedig elérjiik az USBD_CUSTOM_HID_SendReport_FS fv-t

#include "main.h"
#include "usb_device.h"
#include "usbd_custom_hid_+if.h"

ADC_HandleTypeDef hadcl; Az alkalmazas az ADC1-et hasznalja, az INO

void SystemClock_Config(void); bemeneten (PAO)

static void MX_GPIO_Init(void); A val valtoz6 szolgal az ADC-bél kiolvasott
static void MX_ADC1_Init(void); , ,
adat tarolasara

uint8_t TX_buffer[0x40];
uint8_t RX_buffer[0x40];
uint8_t RX_buffer_flag = 0;
uintlé_t val = 0;

int main(void) {
HAL_Init();
SystemClock_Config();
MX_GPIO_Init();
MX_USB_DEVICE_Init();
MX_ADC1_Init();
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F103_ USB _HID PnP: main.c (részlet)

if(RX_buffer_flag) {
switch(RX_buffer[0]) {

case Ox80: //Toggle LED state
HAL_GPIO_TogglePin(LED_GPIO_Port, LED_Pin);
break;

case 0x81: //Get push button state
TX_buffer[0] = RX_buffer[0];
TX_buffer[1] = HAL_GPIO_ReadPin(SW1_GPIO_Port, SW1_Pin);
USBD_CUSTOM_HID_SendReport_FS(TX_buffer,64); // Send answer to host
break;

case Ox37: //Read POT command.
TX_buffer[0] = RX_buffer[0];

HAL_ADC_Start(&hadcl); // Start ADC1l conversion
HAL_ADC_PollForConversion(&hadcl, 100); // Wait for EOC
val = HAL_ADC_GetValue(&hadcl);
TX_buffer[1] = val & OxFF; // Measured value LSB
TX_buffer[2] = val >> 8; // Measured value MSB
USBD_CUSTOM_HID_SendReport_FS(TX_buffer,64); // Send answer to host
break;
default: { TX_buffer[0] =0xFF; // Invalid command
USBD_CUSTOM_HID_SendReport_FS(TX_buffer,64); // Send answer to host
}
}
RX_buffer_flag = 0; // Invalidate receive buffer

}
}
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Bekotési vazlat

PAO — INO analog bemenet
PB0 - SW1 digitalis bemenet

PA12 USB D+
PA11 USB D-
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F103_USB_HID_PnP probaja a HID PnP Demo-val

= A HID PnP Demo alkalmazas automatikusan megkeresi a 0483:5750 azonositoju eszkozt
és kapcsolodik (vagy megszakadas utan ujrakapcsolodik). Kapcesolds esetén TRUE a statusz

= A LED a nyomo6gombbal kapcsolgathatd, a nyomdégomb allapota és az analog jel pedig
automatikusan frissitédik

g5l HID PnP Demo

Device Found: AttachedState = TRUE

ToggleLED(s) Pushbutton State: Pressed

ANx/POT Voltage
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F103_HID_keyboard

= A Brave Engineer utmutatasat ( brave-engineer.space/usb-hid-keyboard/) kovetve, egy
USB HID billentytizetet fogunk emulalni, amellyel a szamitégépbe szoveget vagy parancsot
juttathatunk be

= Kezdjik azzal, hogy létrehozunk egy 1j projektet, amelyben egy Human Interface Device
(HID) osztalyu USB Full Speed eszkozt konfiguralunk

= A grafikus konfigural6 program az automatikus kodgeneralaskor alapértelmezetten egy
egér protokollt megval6sito eszkozt definidl, ami 4 bajtos jelentéseket kiild (gombok, x, y, és
gorgetés) — ezt irjuk at, hogy billentytizetként ismerje fel a PC, ami 8 bajtos jelentést kiild

= A descriptor tablakat halyogkovacs mddszerekkel csak minimalis mértékben mddositjuk

= A féprogram a WIN + R billentytikodot kikiildése utan a lap tetején is megadott
https://brave-engineer.space/usb-hid-keyboard/ linket, Enter-rel lezarva kiildi a
szamitoégépnek, ami beinditja az alapértelmezett bongészét és megnyitja a fenti URL-t

= Ebben a példaban magyar billentytizetkiosztas szerinti kddot kiildiink, maskiilénben
nem érti meg a rendszer (az eredeti program USA kiosztasu billentytizettel miikodik)

26
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https://brave-engineer.space/usb-hid-keyboard/

+ [ F103_HID _keyboard
> @ Includes ° s 4 »
" e F103_HID_keyboard: USB konfiguralas
~ & Src
> lg mainc
> e stm32f 1 _hal_msp.c
> g stm32fhocitc FPinout & Canfiguratian ® Clock Canfiguration
i gsﬁca"“ v Software Packs
> | sysmem.c
> lgl system_stm32ftxxc Q v | G USB_DEVICE Mode and Configuration :
s Categories
» & Drivers
v (2 Middlewares System Cosa 5 Class For FS IP |Human Interface Device Class (HID) w
~ = 5T
~ = 5TM32_USE_Device_Library Analog 5
v = Class _
v & HID |
v & Inc Timers 2 _
|
> [8 usbd_hid.h N
v @Sc Connectivity ’ @ Parameter Settings @ User Constants
e Cmr; 14 usbd_hid.c Computing 3 Configure the below parameters : |
v @ USB_DEVICE Q|Search (CrthF) © ® i
v = App Middleware e ~ Device Descriptor
> g usb_device.c " VID (Vendar IDentifier) 1155
> [B ush_device.h FATFS LANGID_STRING {Language Identifier) English(United States)
» & usbd_desc.c FREERTOS MANUFACTURER_STRING (Manuf... STMicroelectronics
> [ usbd_desch ~ Device Descriptor FS
_) é}f&zﬁ'm PID (Product IDentifier) 22315
2| F103_HID_keyboard.bin PRODUCT_STRING (Product Identifi... STM32 Human interface
[ F103_HID_keyboard.ioc CONFIGURATION_STRING (Configu... HID Config
2 F103_HID_keyboard Debug.launch INTERFACE_STRING (Interface Ide... HID Interface
[w STM32F103CETX_FLASH.ID
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v [Il F103_HID_keyboard
> &Y Includes ° ’, ’ ’
- o usb_hid.h moédositasok
2 nc —
~ & 5rc
e = Az usbd_hid.h alloméanyban az alabbi mddositasok kellenek:
o maoce #define HID_EPIN_ADDR Ox81U
> [8 sysmem.c #define HID_EPIN_SIZE Ox08U //--- USB HID keyboard report size
> [ system_stm32ftxxc #define USB_HID_CONFIG_DESC_SIZ 34U
e #define USB_HID_DESC_SIZ ou
v €2 Middlewares #define HID_MOUSE_REPORT_DESC_SIZE 63U //--- USB HID keyboard rep desc size
v = 5T
~ = 5TM32_USE_Device_Library ° ’ ’ ’ ’
. & Clas = Az usbd_hid.c dllomanyban modositanunk kell a protokollt:
v = HID
v @& Inc /* USB HID device FS Configuration Descriptor */
> [8 usbd_hid.h ...
VE?E:mdmdc [*kkkkxxkkkkxxx Descriptor of Joystick Mouse interface xxkxkxkxxxkxkkkkkxxx*/
e Core 0x09, /*bLength: Interface Descriptor sizex/
~ (2 USB_DEVICE USB_DESC_TYPE_INTERFACE, /*bDescriptorType: Interface descriptor typex/
“EEEmbd _ 0x00, /*bInterfaceNumber: Number of Interfacex/
’ LIS EVIiCce.C . .
» [ ush_deviceh 0x00, /*bAlternateSetting: Alternate settingx/
> [€ usbd_desc.c Ox01, /*bNumEndpointsx/
- > 1B usbd_desch 0x03, /*bInterfaceClass: HIDx/
héjiisa 0x01, /*bInterfaceSubClass : 1=BO0T, 0=no bootx/
2l F103_HID_keyboard.bin 0x01, /*nInterfaceProtocol : 0=none, 1l=keyboard, 2=mousex/
[ F103_HID_keyboard.ioc 0, /*iInterface: Index of string descriptorx/
= F103_HID_keyboard Debug.launch
& STM32F103C8TX_FLASH.Id e
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__ALIGN_BEGIN static uint8_t HID_MOUSE_ReportDesc[HID_MOUSE_REPORT_DESC_SIZE] __ALIGN_END = {

Ox05, 0x01, // USAGE_PAGE (Generic Desktop)

Ox09, 0Ox06, // USAGE (Keyboard)

Oxal, 0x01, // COLLECTION (Application) F103 H l D kCYboal"d:
Ox05, 0x07, //  USAGE_PAGE (Keyboard) . _ , ,

0x19, Oxe0, // USAGE_MINIMUM (Keyboard LeftControl) usb hld.c modosltasa
0x29, Oxe7, // USAGE_MAXIMUM (Keyboard Right GUI) —

0x15, Ox00, //  LOGICAL_MINIMUM (0O)

0x25, Ox01, //  LOGICAL_MAXIMUM (1) . ) ) o
0x75, 0x01, //  REPORT_SIZE (1) = Az usbd_hid.c dllomanyban cseréljiik le
0x95, Ox08, //  REPORT_COUNT (8) — . 2
ox81, 0x02, /] INPUT (Data,Var,Abs) a HID report descriptort erre a tablazatra
0x95, 0x01, //  REPORT_COUNT (1) i .,

0x75, 0x08, //  REPORT_SIZE (8) (a USB HID Device Class 1e1ras E.6
Ox81, 0x03, // INPUT (Cnst,Var,Abs) . ’, , e s .

0x95, 0x05, //  REPORT_COUNT (5) mlﬂtapeldajat kovetjuk)

0x75, Ox01, //  REPORT_SIZE (1)

0x05, ©0x08, /] USAGE_PAGE (LEDs) = A satirozott rész ,kakukktojas”, mert itt
0x19, Ox01, //  USAGE_MINIMUM (Num Lock) - ” ~ ’

0x29, 0x05, //  USAGE_MAXIMUM (Kana) nem hasznaljuk az OUT ilizeneteket,
0x91, 0x02, //  OUTPUT (Data,Var,Abs) i i i .

0x95, Ox01, //  REPORT_COUNT (1) amelyek egyebkent a blllentyuzet LED-
0x75, 0x03, //  REPORT_SIZE (3) it hi Kk ‘relni

0x91, 0x03, //  OUTPUT (Cnst,Var,Abs) jeit nivatottak vezerelni

0x95, 0x06, // REPORT_COUNT (6)

0x75, Ox08, //  REPORT_SIZE (8)

0x15, 0x00, //  LOGICAL_MINIMUM (0O)

0x25, Ox65, //  LOGICAL_MAXIMUM (101)

Ox05, Ox07, // USAGE_PAGE (Keyboard)

0x19, 0Ox00, // USAGE_MINIMUM (Reserved (no event 1indicated))

0x29, 0Ox65, // USAGE_MAXIMUM (Keyboard Application)

Ox81, Ox00, // INPUT (Data,Array,Abs)

OxcO // END_COLLECTION

}s
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https://www.usb.org/sites/default/files/documents/hid1_11.pdf

F103_HID_keyboard: main.c (részlet)

#include "main.h"
#include "usb_device.h"
#include "usbd_hid.h"

uint8_t HID_buffer[8] = { 0 };
ADC_HandleTypeDef hadcl;

void SystemClock_Config(void);
static void MX_GPIO_Init(void);
static void MX_ADC1_Init(void);

void USB_Keyboard_SendChar(char ch);
void USB_Keyboard_SendString(char * s)

int main(void) {
HAL_Init();
SystemClock_Config();
MX_GPIO_Init();
MX_ADC1_Init();
MX_USB_DEVICE_Init();
while (1) {

HAL_Delay(15000);

}
}

//==-

extern USBD_HandleTypeDef hUsbDeviceFS; //-—-

/===

/1=
/1=

HID
USB
HID

Egy
Egy

class
device handle
TX buffer

karakterhez tartozé key scan kédok kikiildése
string kikilildése karakterenként

USB_Keyboard_SendString("~https://brave-engineer.space/\n"); //--- Windows parancs kikiildése

//—-—— 15 masodperc varakozas
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F103_HID_keyboard: main.c (részlet)

void USB_Keyboard_SendString(char * s) {
uint8_t 1 = 0;
while(x(s+i)) {
USB_Keyboard_SendChar (x(s+1i));
it

}

//—-—— Emulate keypresses
void USB_Keyboard_SendChar (char ch) {
uint8_t ret;
// Check if lower or upper case
if(ch >= 'a' & & ch <= "z'") {
HID_buffer[0] = 0;
HID_buffer[2] = (uint8_t)(4 + (ch - 'a'));
3
else if(ch >= "A" && ch <= 'Z") {
HID_buffer[0] = 2} // Add left shift
ch = ch - ('"A'-'a'); // ch to lower case
HID_buffer[2] = (uint8_t)(4 + (ch - 'a'));
}
else { // not a letter
switch(ch) {
case ' ': HID_buffer[2]
case '~': HID_buffer[0]
HID_buffer[2]
case '-': HID_buffer[2]

445 break;
83 // windows + r
21; break;
5635 break;

case '.': HID_buffer[2] = 555 break;

case '/': HID_buffer[0] = 23 // SHIFT 6
HID_buffer[2] = 353 break;

case '\n': HID_buffer[2] = 40; break;

case ':': HID_buffer[0] = 23 // SHIFT .
HID_buffer[2] = 553 break;

case '?': HID_buffer[0] = 23 // SHIFT ,
HID_buffer[2] = 543 break;

default: HID_buffer[2] = 0;

}

}

// press keys

ret = USBD_HID_SendReport(&hUsbDeviceFS, HID_buffer, 8);
if(ret != HAL_OK) Error_Handler();

HAL_Delay(15);

// release keys

HID_buffer[0] = 0;

HID_buffer[2] = 0;

ret = USBD_HID_SendReport(&hUsbDeviceFS, HID_buffer, 8);
if(ret != HAL_OK) Error_Handler();

HAL_Delay(15);

A kodokat itt magyar billenty(izetkiosztds szerint kiildjiik!
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F103_HID_keyboard: futasi eredmény

B | B vektheplinetblog Bave Eno % |

£ https/fbrave engineer.space

<

Brave Engineer

Embedded Software Engineering

8T ) (£ cmn | (i i

(RTOS)

i -
- Ty the name of 3 program. [okder, gooament, o i ; »
e e R { TouchGF X
NT1L]

ST T

Windows RUN
ablak és a
kikildott URL

\
\
"
QM E__| RJ U i . | TR \
& i 1 = w® \
— _.a FE— _— el e - e | SEEE—— SE S —

H o K L \' A ENTER
i el Tl a' =

et e ———— —— Nt Mo ) N— v | Y

=

Hobbielektronika csoport 2020/2021 Debreceni Megtestesiilés Plébania



F446RE_HID_keyboard

Az F103_HID_keyboard programot konnyen
adaptalhatjuk a NUCLEO-F446RE kartyara

Kisebb eltérések csak az orajelek, illetve az USB | ook |2
eszkoz konfiguralasnal vannak (o3¢ e L — e |
Az usbd_hid.h és usbd_hid.c alloméanyokat e

ugyanugy modositani kell, mint az STM32F103C8
mikrovezérlé esetében

[ [a|c24 v
o +@ Hlc2s. FWM/DS

C32[M® C33c34
S . www.st.com/stm32nucleo O .
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F446RE_HID_keyboard: USB library konfiguralas

Finout & Configuration Clock Canfiguration

v Software Packs
USB DEVICE Mode and Configuration ‘

o

USB_DEVICE Mode and Configuration

Catsgoris
System Caore > ass For HS IF [Disable Class For HS IP |Disable
Class For FS IP |Human Interface Device Class (HID) W Class For FS IP [Human Interface Device Class (HID) v
Analog by
Timers ;

. Reset Configuration
Connectivity b

& FParameter Settings | @ Device Descriptor | @ User Constants

Multimedia 4 [Configure the below parameters -

Reset Configuration

@ Parameter Settings & Device Desc

& lLlser Constants

riptor

Computing > Q|Search (Crikf) © ® Li ] Q|Search (CrtHF) © ® [ ]
~ Class Parameters ~ Device Descriptor
Middleware v HID_FS_BINTERVAL 0x5 VID (Vendor IDentifier) 1155
~ Basic Parameters LAMGID_STRING (Language Id... English(United States)
* USBD_MAX_NUM_INTERFAC. .. 1 MANUFACTURER_STRING (M... STMicroelectronics
E‘SEFESRTDS USBD_MAX_NUM_CONFIGUR. . 1 ~ Device Descriptor FS |
LIBJPEG USBD _MAX STR_DESC SIZ (.. 512 bytes FID (Product IDentifier) 22315 |
VMBEDTLS USBD SELF POWERED (En... Disabled PRODUCT_STRING (Product |... STM32 Human interface
USBD_DEBUG_LEVEL (USBD... 0: No debug message CONFIGURATION_STRING (C... HID Config
USBD_LPM_ENABLED (Link ... 0: Link Power Management not supported INTERFACE_STRING (Interfac... HID Interface
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F448RE_HID_keyboard: 6rajelek konfiguralasa

CEC Clock Mux

RTC Clock Mux

HSI ™~
HSE - HSE_RTC | /188 > @W
| - O > To CEC (KHz)
nput frequency . LSE O J
. - Ol Junem —
LSl

KHz > 180 To Power (MHz)

LSIRC - @

HCLK to AHB bus, core,
- > To IWDG (KHz) > 180 memory and DMA (MHz} N\Gleél |S HCLK
32 KHz
System Clock Mux W 180 To Cortex System ti MH 7 7 4
HSIRC St I & cronexssemimertia | glérésre ket
. O > 180 v s 71410,
e HSE SYSCLK (MHz) AHB Prescaler  HCLK (MHz) Feti conex clock (W) leheToseg nYIIIk-
6 MHz A > O APB1 Prescaler
PLLCLK @ 180 — /1 ~ 180 -ﬂ—"ﬂ—ﬂb 45 APB1 peripheral clocks (MHz)
180 MHz max 45 MRz ma -
PLL Source Mux PLLR O T, %0 APB1 Timer clocks (MHz) 1 HCLK - 168 MHZ
V4
is,l.. O oL APB2 Prescaler Pl es PLLQ = 48 MHZ
|2 > APB2 peripheral clocks (MHz)
Input frequency . Vb{ 4~ |<1><180 ~ PLL4BCLK Mux 90 MHz max > (336 MhZ/7)
|-_»E|§[ HSE > ® *N PLLO — xo ™ 180 APB2 timer clocks (MHz)
' o
1-50 MHz
> 48 To USB (MHz) . -
L PLLSAIP @ SAl1 Clock Mux 2 HCLK 180 MHZ'
e 125_CKIN PLLSAIP =48 MHz
—
PLLSAIM PLLSAIP PLLR (2 MHZX96/4)

»
—{ 14 vngs v /4 v|— 48 PLLI2SQ
*M

ﬁ

O
» To SAI1 (MHz)

P —_— O

Q

SDIO Clock Mux

/9 H P I_“ PLLS#.IQ.-

Sysclk
PLLSAI SAIZ Clock Mux — @)
. To SDIO (MHz)
PLLIZSM PLLI2SP PLLSRC . PLLASCLK
T 1 1T 1 — ™ Oﬁ —»|(®)
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F446RE_HID_keyboard: main.c (csak részlet)

void USB_Keyboard_SendString(char * s) {
uint8_t i = 03
while(*(s+i)) {
USB_Keyboard_SendChar (*(s+1));
i+t

}

void USB_Keyboard_SendChar (char ch) {
uint8_t ret;
// Check if lower or upper case
if(ch >= "a' & & ch <= '"z'") {
HID_buffer[0] = 03
HID_buffer[2] = (uint8_t)(4 + (ch - 'a'));
}
else if(ch >= '"A'" && ch <= 'Z'") {
HID_buffer[0] = 2; // Add left shift
ch = ch - ('"A"-"a'"); // ch to lower case
HID_buffer[2] = (uint8_t)(4 + (ch - 'a'));
}
else { // not a letter
switch(ch) {
case ' ': HID_buffer[2] = 44; break;
case '"~': HID_buffer[0] 83 // windows + r
HID_buffer[2] 2135 break;
case '-': HID_buffer[2] 453 break;

case '.': HID_buffer[2] = 55; break;

case '/': HID_buffer[2] = 563 break;

case '\n': HID_buffer[2] = 40; break;

case ':': HID_buffer[0] = 23 // SHIFT ;
HID_buffer[2] = 513 break;

case '?': HID_buffer[0] = 23 // SHIFT /
HID_buffer[2] = 563 break;

default: HID_buffer[2] = 0;

}

}
// press keys

ret = USBD_HID_SendReport(&hUsbDeviceFS, HID_buffer, 8);
if(ret != HAL_OK) Error_Handler();
HAL_Delay(15);

// release keys

HID_buffer[0] = 0;

HID_buffer[2] = 0;

ret = USBD_HID_SendReport(&hUsbDeviceFS, HID_buffer, 8);
if(ret != HAL_OK) Error_Handler();

HAL_Delay(15);

A kodokat itt USA billenty(izetkiosztds szerint kiildjik!
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F103 és F446RE_HID kwikboard

Az el6z6 demoprogramot kis erdfeszitéssel hasznos alkalmazassa fejlesztjiik
(csak a GPIO konfiguralas és a main.c tartalma tér el az el6z6 programtol):

Nyomégombokat definialunk

Ezekhez tetszéleges szovegeket rendeliink Ebben a programban mindkét

Példak, lehetésegek: mikrovezérld esetében a magyar

Gyakran hasznalt weboldalak megnyitasa billentyizetkiosztdasnak megfeleld
kédokat kiildjik ki

Bejelentkezési jelszavak beirasa

Online bankolas vagy bankkartya adatainak beirasa

A kovetkezé példaban 4 db nyomégombot definidlunk és ezekhez webcimeket rendeliink:

# F103C8 F446RE Tarolt széveg

1 BO B10 "~http:/Imegtestesules.info/\n"

2 Bl B4 "~http:/Imegtestesules.info/hobbielektronika/2020.htmi\n"
3 B10 B5 "~http:/lcspista.hu/\n"

5 Bll B3 "~http:/Imagzarkurir.hu/\n"

Z - Y csere miatt
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F103_HID_kwikboard: GPIO konfiguralas

Pinout & Configuration C onfigurati ‘ Project Mar

~ Pinout

iE Pinout view
3
System Core A V| g
. :
=
DMA E|
GPIO
WDG
NVIC D Show Dﬂ|y Modified Pins - -
wiff =| o= =] =
v mf m| m|f ==
e | GPIO out_|GPIO mode|GPIO Pull._[Maximum. ] User Label | Modified cllajal el
WWDG na'a nia Input mode Pull-up n'a
F'El‘l n/a n/a Input mode Pull-up n/a GPIO_Output
PB10 n/a n/a Input mode Pull-up n/a REC 0SC3 1N SY5 JTHS.SIDIO
Analo 5 PB11 nfa nfa Input mode Pull-up n'a - - ~
J PC13-TA... nfa Low Output P... Mo pull-up... Low O 'CC_0SsC3z_ouT USB_DP
Timers by RCC_OSC_IN LUSE_DM
RCC_OSC_OUT
Connectivity >
Computing > WSSA
| STM32F103C8Tx
Middleware b4
ADCH_IND  |E0EE LQFP43
PA1
-PB11 Configuration - PA2 ‘
=] —
B @ E m| m
o o o o
= = s =
E E E E
o o o o
GPIO mode |Input maode v| [ [
GPIO Pull-up/Pull-down PPull-up ~|
User Label | |
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F446RE_HID_kwikboard: GPI1O konfiguralas

Finout & Canfiguratian Clock Canfiguratian

Q v
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F446RE_HID_kwikboard: main.c (részletek)

= A main.c allomany valtozodeklaracios része igy médosul:

uint8_t HID_buffer[8] = { 0 }; //——— HID TX buffer
uint8_t button_state[4] = {1, 1, 1, 1};
uintl6_t SW_pin[4] = {GPIO_PIN_10, GPIO_PIN_4, GPIO_PIN_5,GPIO_PIN_3}; // B10, B4, B5, B3
char url[4] [80] = {"~http://megtestesules.info/\n",
"~http://megtestesules.info/hobbielektronika/2020.html\n",
"~http://cspista.hu/\n",
"~http://magzarkurir.hu/\n" };

= A main() fiiggvény végtelen ciklusa igy modosul:

while (1) {
for (int 1 = 03 1i<4; i++) {
if(button_state[i] ==1 && !HAL_GPIO_ReadPin(GPIOB,SW_pin[i])) { // if waited for press and pressed
button_state[i] = 03 // should wait for release next time
USB_Keyboard_SendString(url[i]);
}
else if(button_state[i] == 0 && HAL_GPIO_ReadPin(GPIOB,SW_pin[i])) { // if waited for release and released
button_state[i] = 1; // should wait for keypress next time
}
}
HAL_Delay(50) ;

}
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F446RE_HID_kwikboard: main.c (részletek)

= Az USB_Keyboard_SendChar() fliggvény torzsének eleje ezzel béviil:

else if(ch > '0' && ch <= '9")

{
HID_buffer[0] = 0;
// convert 1-9 to scan code, starting at 'l' = Ox1E
HID_buffer[2] =(uint8_t)ch - 19;

¥

= A switch() utasitast is ki kell béviteni a nulla kezelésével:

else // not a letter

{
HID_buffer[0] = 0;
switch(ch)
{
case '0':
HID_buffer[2] = 0x35;
break;
case ' ':
HID_buffer[2] = 44;
break;
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F103 és F446RE_HID kwikboard
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NUCLEO-F446RE kivezetések

NUCLEO-F446RE

CN7 CN6 CN5 CN10
C9
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