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8. ESP32 MQTT kliens/szerver
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Felhasznalt és ajanlott irodalom

" Leirasok, dokumentacio:
“» HiveMQ : MQTT Essentials
“* OASIS: MQTT Version 3.1.1 specification

¢ ESPRESSIF: ESP32 Arduino Core Documentation

= Arduino programkonyvtarak:
“* Vyacheslav Shiryaev: sMQTTBroker library for ESP32
* Nick O'Leary: PubSubClient - Arduino Client for MQTT

** Benoit Blanchon: _Arduino]Json library

= PC és mobil segédprogramok:
* Thomas Nordquist: MOQTT Explorer
“» Routix software: MQTT Dash
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https://www.hivemq.com/mqtt-essentials/
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.pdf
https://docs.espressif.com/projects/arduino-esp32/en/latest/
https://github.com/terrorsl/sMQTTBroker
https://pubsubclient.knolleary.net/
https://arduinojson.org/
https://mqtt-explorer.com/
https://play.google.com/store/apps/details?id=net.routix.mqttdash

MQTT - MQ Telemetry Transport protokoll

MQTT: kliens/szerver publish/subscribe tizenettovabbit6 protokoll

Eredetileg az IBM szakemberei dolgoztak ki ezt a protokollt telemetriai
adatok tovabbitasara, amit 2010-ben nyilvanossa tettek

OASIS - Organization for the Advancement of Structured Information
Standards — egy globalis nonprofit konzorcium, amely oroszlanrészt
vallalt az MQTT protokoll szabvanyositasaban és tovabbfejlesztésében

2010 2014 2018 2019 201¢
I“_fg;';:: 9 MQTT 3.1 MQTT 3.1.1 MQTT 5 HiveMQ HiveMQ
y Royalty-free OASIS standard Initial release MQTT Client Open source

release Public release edition

)

1999 2013 2016 2018 i

MQTT HiveMQ 1.3 MQTT 3.1.1 HiveMQ 4 MQTT5

Invention Initial public ISO standard 100% MQTT 5 OASIS standard
release compability
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MQTT alapok

A publish/subscribe séma a hagyomanyos kliens/szerver sématol
eltéréen elkiiloniti az adatkiild6 klienst (publisher) azoktol a
kliensektél amelyek fogadjak az tizeneteket (subscribers).

A kiildé és fogado kliensek sohasem keriilnek kozvetlen kapcsolatba.
A kapcsolatot egy harmadik komponens, az un. broker kezeli

Az MQTT kommunikacié TCP/IP alapt

: O\
Publisher: A

Speed Meter
\ Publish v
@ | 70meh : HN'E‘MQ '
= -
= Sa=
MQTT o

MQTT Broker

RN

Publish to topic: speed

'

Subscribe to topic: speed
«

Forras: https://www.hivemg.com/mqtt-essentials/
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MQTT kliens — bréker/szerver kapcsolat

A kliens, amely adatot kiild és/vagy fogad, lehet PC, mobiltelefon
vagy egy IOT eszkoz (mikrovezérld)

A broker (szerver) dolga:
az 0sszes beérkezo ilizenet fogadasa és szlirése
eldonti, hogy ki iratkozott fel az adott témakort lizenetek fogadasara
az iizenetek tovabbitasa az adott témakorre feliratkozott klienseknek

a broker tarolja az allando6 kapcsolata (persistent sessions) klienseknek a
kapcsolati adatait és a feliratkozasok és az elmulasztott lizenetek adatait is

A kliens CONNECT tUzenetet kiild,

a br(,)ker CONNACK ﬁzenettel éS egy [ 0 Connection accepted
STATUS koddal valaszol 1

Connection refused, unacceptable protocol version

& CONNECT 2 Connection refused, identifier rejected
3 Connection refused, server unavailable
& CONNACK
4 Connection refused, bad user name or password
MQTT Client MQTT Broker
5 Connection refused, not authorized

Forras: https://www.hivemg.com/mqtt-essentials/
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MQTT Publish - adatkiildés

= Sikeres kapcsolddas utan a kliens adatokat kiildhet (publish) a
brékernek

" Minden lizenetnek tartalmaznia kell egy témakor (topic)

megnevezését, amely alapjan a broker szétkiildi az adatot mindazon
klienseknek, amelyek feliratkoztak (subscribe) az adott témakorre

= topicName - egyszer( karakterfiizér, amely "/ jellel tagolva
hierarchikusan strukturalhaté, példaul:
home/kitchen/temperature, vagy home/room/temperature

= payload - a témakorhoz tartozé —
adat, ami lehet szoveges vagy PUBLISH O
numerikus is

Example

contains:
packetId 4314

= qos — quality of services topicName “topic/1”
. 1

0 — legfeljebb egyszer R false

, load o ure:32.5"%

1 - legalabb egyszer GpFlag S <<

2 — pontosan egyszer

Forras: https://www.hivemg.com/mqtt-essentials/
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MQTT Subscribe - feliratkozas

= A kliens feliratkozhat (subscribe) témakorok adainak fogadasara
" Minden iizenetnek tartalmaznia kell egy, vagy tobb témakor (topic)

V4 V4 °
megnevezését, amelyekre feliratkozunk ———
O swscree @ SUBSCRIBE o
contains: Example
‘ a SUBACK e o rususH €D packetId 4312
lient qOS]' 1
¢ € PUBLISH € e topicl “topic/1Y
qos?2 0
MQTT Client MQTT Broker topic2 “topic/2”
MQTT-Packet
contains: Example
packetId 4313 )
returnCode 1 2 SU BACK 0 Success - Maximum QoS 0
returnCode 2 0 ’ ’
VGIGSZkOdOk 1 Success - Maximum QoS 1
2 Success - Maximum QoS 2
128 Failure

Forrds: https://www.hivemqg.com/mqtt-essentials/
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MQTT téemakorok

= Az MQTT témakor egy UTF-8 karakterfiizér amit a broker az

tizenetek szlirésére hasznal oo
v
myhome / groundfloor / livingroom / temperature
Yy g g P
= Helyettesit karakterek: okl okl
R - e g © myhome / groundfloor / livingroom / temperature
N EgYSZIHtu' + - 7wy © myhome / groundfloor / kitchen / temperature
v © myhome / groundfloor / kitchen / brightness

myhome / groundfloor / + / temperature © myhome / firstfloor / kitchen / temperature

© myhome / groundfloor / kitchen / fridge / temperature

’:’ TObbSZlntﬁ # multi-level
wildcard
J

myhome / groundfloor / #

@ myhome / groundfloor / livingroom / temperature
© myhome / groundfloor / kitchen / temperature

© myhome / groundfloor / kitchen / brightness

€© myhome / firstfloor / kitchen / temperature
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PubSubClient programkonyvtar

= PubSubClient - kliens programkonyvtar MQTT kommunikaciora

= PubSubClient (server, port, [callback], client, [stream]) — constructor
server — pl. broker.hivemq.com vagy mas broker, port — altalaban 1883
client — egy WiFiClient objektum
Megjegyzés: server és port a setServer() fiiggvénnyel is megadhatok!
= connect (clientID, [username, password], [willTopic, willQoS, willRetain,
willMessage], [cleanSession]) — kapcsolédasa broker szerverhez
clientID - egy egyedi azonosito

= setCallback (callback) — visszahivasi figgvény regisztralasa
void callback(char*x topic, bytex payload, unsigned int length);

= publish(topic, payload, [length], [retained]) — adatkiildés a brokernek
topic — az adott témakor, payload — a témakorben kiildott 0j adat

= subscribe (topic, [qos]) — feliratkozas a megadott témakorre
topic — az adott témakor, gos — csak 0 vagy 1 lehet (Qos2 nem tamogatott)

" loop() - rendszeresen meg kell hivni a beérkez6 lizenetek fogadasahoz

PubSubClient API dokumentéacio: https://pubsubclient.knolleary.net/api
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https://www.arduino.cc/reference/en/libraries/pubsubclient/
https://pubsubclient.knolleary.net/api

HiveMQ nyilvanos MQTT broéker és kliens

= Regisztralni a https://www.hivemq.com/mgqtt-cloud-broker/ cimen lehet,
az itt megadott belépési név és jelszo kell majd a csatlakozashoz

= Nyilvanos MQTT broker: broker.hivemq.com, port: 1883

" Online MQTT kliens: http://www.hivemq.com/demos/websocket-client/

x H lv E MQ Websockets Client Showcase
1. ENTERPRISE MQTT BROKER
Connection S A
Host Port ClientID
broker.mqttdashboard.com 8000 clientld-4tgmLKthZV E
Username Password Keep Alive Clean Session
60 %
Last-Will Topic Last-Will QoS Last-Will Retain

0

Last-Will Messsage

Publish M Subscriptions

K

Messages 7
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Példaprogramok

ESP32_HiveMQ _DHT22 — kliens HiveMQ brékerhez
ESP32 sMQTT_DHT22 — kliens helyi ESP brékerhez |a ‘-l,.:.

ESP32_sMQTT_DHT22 _neopixel— kibovitett funkcidji '.:r
MQTT kliens ESP32 brékerhez
ESP32 sMQTTBroker — jelszovédett MQTT broker
ESP32_sMQTTBroker_ BMP280 — - .

ESP32 bréker és JSON publikalé kliens &= f
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A csatlakozasok titkos adatai

= Az ESP32 kliensként torténd csatlakozasokhoz a személyes
adatokat kiszerveztiik egy secrets.h nevi fejléc allomanyba,
amelyet a Vazlatfiizet (Sketchbook) mappa libraries/secrets
almappajaban helyeztiink el

#include <WiFi.h> #define WIFI_SSID '"MY_SSID"
#include "secrets.h"™ — #define WIFI_PASS "MY_PASSWORD"
—

void setup_wifi() { String OPENWEATHERMAP_APPID =
Serial.begin(115200); "**************************";
WiFi.mode(WIFI_STA);
WiFi.begin(WIFI_SSID, WIFI_PASS); String THINGSPEAK_WRITE_APIKEY =
Serial.print("Connecting to "); XXX XX XXXXXXXX" 3

Serial.print(WIFI_SSID);
while (WiFi.status() != WL_CONNECTED) { #define FLESPI_TOKEN

delay(500); "WS44Ev13x*x*xxx*xxx*rrQkOLbQGELNuMoDnPNk1g"
Serial.print(".");
} #define HIVEMQ_USER "xxxkxk%*%"
Serial.println(); #define HIVEMQ_PASS "xkkxxkkxxkkxxx'
Serial.print("Connected! IP address: ");
Serial.println(WiFi.localIP()); #define uMQTT_USER '"hobbi"
} #define uMQTT_PASS '"megtestesules"
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Homeérséklet és paratartalom mérése

Az Am2302 (DHT22) szenzor jellemz6i: — i siis i 1o oo

0000000000000000000000000

“» Hémérséklet és rel. paratartalom mérésére
** Felbontas: 0.1 °C, illetve 0.1 %

“* 1-wire, nem szabvanyos protokol

“* Mintavételezési gyakorisag: 2 s

“» Tapfesziiltség: 3,3 -6V

“ Programkonyvtar: Adafruit DHT GPIO2: LED-, GPIO23: DHT22

= Adatlap: sparkfun.com/datasheets/Sensors/Temperature/DHT22.pdf

Bit39=0 Bit38=0

L b
vDD —\ _’A‘_ .
\ \ A
| Y |
Host Szenzor 40 bitnyi adat
inditéjel  nyugtazo jel 32 bit informacid + 8 bit ellen6rzb osszeg

Osszesen tehat 85 idézitést tartalmaz egy-egy tranzakci6 ...
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https://www.arduino.cc/reference/en/libraries/dht-sensor-library/
https://www.sparkfun.com/datasheets/Sensors/Temperature/DHT22.pdf

ESP32 HiveMQ DHT22.ino

= MQTT kliens program a DHT22 szenzor adatok tovabbitasara,
a PubSubClient programkonyvtar felhasznalasaval

= A broker neve: broker.hivemq.com a belépéshez sziitkséges
HIVEMQ_USER és HIVEMQ_PASS a secrets.h allomanyban definialt

= A publikalashoz valasztott témakorok neve: cspista/home/temp,
valamint cspista/home/humidity

= Kapcsolodaskor vagy ujrakapcsolodaskor a cspista/home
témakorbe kiildiink egy "DHT22 connected" lizenetet

u A feliratkozasra hasznalt témakor neve: cspista/home/led

= A csatlakozashoz hasznalt clientID tetsz6leges, de egyedi név kell,
hogy legyen, itt most egy E-mail cim lesz: hobbi@cspista.hu

5 A cspista/home/led témakorre feliratkozva, a beérkez6 tizenetek
elsé karakterét figyeljiik, s ha az '1', akkor bekapcsoljuk, egyébként
kikapcsoljuk a beépitett LED-et (GP1O2, katodvezérléssel)
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ESP32 HiveMQ DHT22.ino 3/1.

#include <WiFi.h>

#include <PubSubClient.h>

#include "DHT.h"

#include "secrets.h"

const char*x mqtt_server = "broker.hivemqg.com";

#define DHTPIN 23 // GPI023 pin for DHT sensor
DHT dht(DHTPIN, DHT22);

WiFiClient espClient;
PubSubClient client(espClient);

unsigned long lastMsg = 0;
#define MSG_BUFFER_SIZE (50)
char msg[MSG_BUFFER_SIZE];
int value = 0;

int nClient = 0;

void callback(char* topic, bytex payload, unsigned int length) {
Serial.print("Message arrived ["); Serial.print(topic); Serial.print("] : ");
for (int i = 03 1 < length; 1i++) { Serial.print((char)payload[i]); }
Serial.println();

if ((char)payload[0] == "1'") {

digitalWrite(BUILTIN_LED, LOW); // Turn the LED on (pulling down cathode)
} else {

digitalWrite(BUILTIN_LED, HIGH); // Turn the LED off (pulling up cathode)
}

}
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ESP32 HiveMQ DHT22.ino 3/2.

void reconnect() {
while (!client.connected()) { // Loop until we're reconnected

Serial.print("Attempting MQTT connection...");

char clientId[] = "hobbi@cspista.hu";

if (client.connect(clientId, HIVEMQ_USER, HIVEMQ_PASS)) { // Attempt to connect
Serial.println("connected");
// Once connected, publish an announcement...
client.publish("cspista/home", "DHT22 connected");
client.subscribe("cspista/home/led"); // ... and resubscribe

} else {
Serial.print("failed, rc=");
Serial.print(client.state());
Serial.println(" try again in 5 seconds");
Delay(5000); // Wait 5 seconds before retrying

}
}
}

void setup_wifi() {
WiFi.mode (WIFI_STA);
WiFi.begin(WIFI_SSID, WIFI_PASS);
while (WiFi.status() != WL_CONNECTED) {
delay(500);

void setup() {
pinMode (BUILTIN_LED, OUTPUT); // LED
Serial.begin(115200);
dht.begin();
setup_wifi(); 3
client.setServer(mqtt_server, 1883);
client.setCallback(callback);

}
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ESP32 HiveMQ DHT22.ino 3/3.

void loop() {

if (!client.connected()) {
reconnect();

}
client.loop(); = Rendszeresen meg kell hivni!

unsigned long now = millis();
if (now - lastMsg > 5000) {
lastMsg += 5000;
float t = dht.readTemperature();
if (!disnan(t)) {
sprintf(msg, "%5.1f", t);
client.publish("cspista/home/temp", msg);
Serial.print("Publish [cspista/home/temp]:");
Serial.println(msg);
}
float h = dht.readHumidity();
if (!disnan(h)) {
sprintf(msg, "%3.0f", h);
client.publish("cspista/home/humidity", msg);
Serial.print("Publish [cspista/home/humidity]:");
Serial.println(msg);
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ESP32 HiveMQ DHT22.ino

A program futasi eredménye (a LED-et itt az MQTT DASH
Android alkalmazassal kapcsolgattuk)

© CoMm3 — | *

Send

Connecting to CSP-LINEK
..... WiFi connected

IP address: 192.168.1.105 Temp
Attempting MQTT connection...connected

Publish [cspista/home/templ: 27.5

Publish [cspista/home/humidity]: 15 26 800
Publish [cspista/home/templ: 27.5 .

Publish [cspista/home/humidity]: 15

Publish [cspista/home/templ: 27.5 -
Publish [cspista/home/humidity]: 15 o -
Message arrived [cspista/home/led] : 0 4 _— Humidity Sensor
Publish [cspista/home/templ: 27.6 rd
Publish [cspista/home/humidity]: 15 e
Publish [cspista/home/templ: 27.6 //// DHT22
Publish [cspista/home/humidity]: 15 e COI’]neCTed
Message arrived [cspista/home/led] : 1
Publish [cspista/homes/templ: 27.6
Publish [cspista/home/humidity]: 15 ”

< >

[ ]#utoscroif [ ] Show timestamp Mewline ~ | 115200 baud - Clear output

Switch/button | Text + postfix (°C)

progress+posfix (%) Text
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MQTT Explorer (Windows alkalmazas)

+ Connections . s
MQTT Connection mqtt://broker.hivemq.com: 1883

HiveMQ

matt-/fbroker.hivemqg.com: 1883/

Mame ‘ ‘
HiveMQ Validate certificate Encryption (tls)

test.mosquitto.org

Protocol Host

maqtt:// - broker.hivemg.com 1883

Usemame Password

icserny  ssssssssesseses Q

DELETE W LX ADVANCED B save (}) CONNECT

MQTT Connection  mait /1192168 130 1883
Qos
Topic 0~ + ADD
Topic QoS
[} = 0
[] $SYS/# 0
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&) MQTT Explorer - O X
Application Edit  View

MQTT Explorer Q

¥ broker.hivemg.com
¥ cspista Tobic & B
¥ home oric 'R ~
temp =242
“humidity = 21
led=0 / m @l humidity
ista/h led o ¢ ista/h 't o ::: Value B ~
cspistathomel/le W cspista’homel/temp %
1 25 N — QoS: 0
08 20 T 03/30/2021
0.6 15 5:24:38 PM
0.4 10 ~ 21
0.2 5
’ > History @ ~;
0 0
cspista/home/humidity o ¢ W
Publish A
25
20 Topic
5 cspista/home/humidity X
10
- raw xmi json
= A PUBLISH
0 O O @
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ESP32 MQTT brodoker

= Keészitsiink helyi brokert egy ESP32 felhasznalasaval!

= Elé6zmények: a 2021. aprilis 29-i eléadasban ESP8266 Nodemcu kartya
és az uMQTTBroker programkonyvtar segitségével alakitottunk ki helyi
MQTT brokert. Ez a programkoényvtar azonban ESP32-re nincs adaptalva

= ESP32 Lehetéségek:

< TinyMQTT: MQTT client/broker (Mqtt 3.1.1 / Qos 0 tamogatas)

<+ sMQTTBroker: simple MQTT broker (Mqtt 3.1.1 / Qos 0 tamogatas)
= Ebben az el6adasban az utobbit fogjuk hasznalni

#include"sMQTTBroker.h"
sMQTTBroker broker; A minimalista MQTT bréker pl. igy néz ki

void setup() {
WiFi.begin(WIFI_SSID, WIFI_PASS);
while (WiFi.status() != WL_CONNECTED) delay(1000);
broker.init(1883);

} A minimalista megoldds hdtranya, hogy nincs jelszavas

void loop() { ellenérzés, nincs naplézds és a beérkezé lizeneteket
broker.update(); sem ldatjuk (szlirés vagy feldolgozds céljabol)

}
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https://www.cspista.hu/2020.html
https://github.com/martin-ger/uMQTTBroker
https://github.com/hsaturn/TinyMqtt
https://github.com/terrorsl/sMQTTBroker

Az sMQTTBroker osztaly publikus tagfiiggvényei

Az init() és update() fiigvények hasznalatat mar bemutattuk

A tovabbi lehetdéségek kihasznalasara az sMQTTBroker osztalybol sajat
broker osztalyt szarmaztatunk és a virtualis fiiggvényeket feliilldefinialjuk

bool 1init(unsigned short port);

void update();

void publish(std::string &topic, std::string &payload,char qos=0,bool retain=false);
void restart();

// inner functions

void publish(sMQTTClient *client, sMQTTTopic *topic, sMQTTMessage *msg);
bool subscribe(sMQTTClient *client, const char *topic);

void unsubscribe(sMQTTClient *client, const char *topic);

bool 1isTopicValidName(const char *filter);

void updateRetainedTopic(sMQTTTopic *topic);

bool 1isClientConnected(sMQTTClient *client);

// virtual functions

virtual bool onConnect(sMQTTClient *client, std::string &user, std::string &pass) {
return true; };

virtual void onRemove(sMQTTClient*) {};

virtual void onPublish(sMQTTClient *client,std::string &topic,std::string &payload) {};

virtual bool onEvent(sMQTTEvent *event) { return truej }
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ESP32 sMQTTBroker.ino 2/1.

= Amint latjuk, maga a program vaza semmivel sem bonyolultabb,
mint a kordbban bemutatott ,,simple broker”, a varazslat tehat a

MyBroker osztaly definiciojdban . . ..

rejlik: #include <sMQTTBroker.h>
#include "secrets.h"

= A kliensek kapcsolddasakor az
onConnect() fiiggvényben kapott
felhasznalonevet és jelszot a
secrets.h allomanyban definialt
UMQTT_USER €S uMQTT_PASS
értékével hasonlitjuk 6ssze és
egyezés esetén true értékkel tériink "°;2§:{‘fﬁé;i,{,(ll52@@);
vissza (egyébként false értékkel) setup_wifi();

broker.init(1883);
}s

class MyBroker: public sMQTTBroker {

MyBroker broker;

= A visszahivasi fliggvényekben

naplozast végziink a soros portra  veid loop() {
e 1 e broker.update();
torténd kiirasokkal }s
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ESP32 sMQTTBroker.ino 2/2.

class MyBroker: public sMQTTBroker {
public:
bool onConnect(sMQTTClient *client, const std::string &user, const std::string &pass)
{ if( (0 == user.compare(uMQTT_USER)) && (0 == pass.compare(uMQTT_PASS))) {
std: :printf("Client %s connected\r\n", client->getClientId().c_str());
return true;
} else {
std::printf("Client %s failed to connect\r\n", client->getClientId().c_str());
return false;
}
}s5
void onRemove(sMQTTClient*x client) {
std: :printf("Client %s disconnected\r\n", client->getClientId().c_str());
}s5
void onPublish(sMQTTClient *client, const std::string &topic, const std::string &payload){
std: :printf("Client %s published %s into %s\r\n", client>getClientId().c_str(),
payload.c_str(), topic.c_str());

}
bool onEvent(sMQTTEvent *event) {

switch (event>Type()) {
case NewClient_sMQTTEventType:
{ sMQTTNewClientEvent *e = (sMQTTNewClientEventx)event;
e>Login(); e-»>Password(); } break;
case LostConnect_sMQTTEventType: WiFi.reconnect(); break;
}
return true;
}
}s
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A broker megérdemel egy fix IP cimet

= A broker konny eléréséhez rendeljik fix IP cimeket a helyi
routeren az ESP32 modulokhoz!

Quick Setup DHCP Clients List
Network
Dual Band Selection

ID Client Name MAC Address Assigned IP
Wireless 2.4GHz

1 zhimi-airpurifier-mb4_mibtBOCA 54-43-E6-F1-B0-C6 192.168.1.100
Wireless 5GHz
Guest Network 2 RedmiNote7-CSP-RN7 E0-DC-FF-25-TF-9A 192.168.1.101
DHCP 3 DESKTOP-TEA44P6 94-08-53-46-45-BD 192.168.1.108
- DHCP Settings 4 espd2-CASSCC CI |en'|' 24-62-AB-CA-55-CC 192.168.1.105
-DHCP Clients List 5 Galaxy-Tab-S6-Lite 0A-93-5C-F7-BC-32 192.168.1.102
- Address Reservation 6  NPIC5045D B4-99-BA-C8-04-5D 192.168.1.200
USB Settings 7 Redmi4X-Redmi 00-EC-0A-70-01-E6 192.168.1.103
NAT & espd2-A0AB38 b r er 24-6F-28-A9-A8-38 192.168.1.104

Address Reservation

ID MAC Address Reserved IP Address
1 18-FE-34-DC-26-57 192.168.1.11
2 A0-20-A6-1C-51-07 192.168.1.12
B4-99-BA-C6-04-5D 192.168.1.200
\A 4 24-6F-28-A9-A8-38 192.168.1.30
5 24-62-AB-CA-55-CC 192.168.1.38
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ESP32_sMQTT_DHT22.ino — az uj kliens

Ez a kliens csak abban kiilonbozik az elsé mintapéldaban bemutatottol,
hogy a broker neve broker.hivemq.com helyett most 192.168.1.30, a
belépéshez pedig a secrets.h dllomanyban definialt uMQTT_USER, illetve
uMQTT_PASS kell. A kliensek uigy miikddnek, mint a HiveMQ brokerrel

@ com3 —

Connecting to CSP-LINEK

..... WiFi connected

IP address: 1%2.168.1.105

Attempting MQTT connection...connected

Publish [cspista/home/templ: 27.5

Publish [cspista/home/humidity]: 15

Publish [cspista/home/templ: 27.5

Publish [cspista/home/humidity]: 15

Publish [cspista/home/templ: 27.5

Publish [cspista/home/humidity]: 15

Message arrived [cspista/home/led] : O

Publish [cspista/home/templ: 27.6

Publish [cspista/home/humidity]: 15 -
Publish [cspista/home/templ: 27.6 _
Publish [cspista/home/humidity]: 15 -
Message arrived [cspista/home/led] : 1
Publish [cspista/homes/templ: 27.6
Publish [cspista/home/humidity]: 15

<

[ ]#utoscroif [ ] Show timestamp Mewline

~ | 115200 baud ~

Clear output

26

Temp

26.8°C

Humidity Sensor

43% ’

DHT22
connected
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ESP32_sMQTT_DHT22_neopixel.ino

Bovitsiik az MQTT kliensiinket még egy eszkozzel, egy WS2812
tipusu, digitalisan vezérelheté RGB LED-del (neopixel), amelyet a

cspista’home/rgb topikba érkezd, #RRGGBB formatumu
hexadecimalis szammal (pl. #203A4C) vezérlink!

Az j kliens program a 2021. aprilis 29-i el6éadasban bemutatott
ESP8266_uMOQTT_neopixel.ino példaprogram ESP32 megtelel6je

A WS2812 LED vezérléséhet az Adafruit Neopixel konyvtarat
hasznaljuk = T veeee seeee ceeee eeees seees oo

A W82812 LED OICICICIOICICICIOICICIOICIOIC)

DIN adatbemenetét O i s ebEes

a GPIO22 kivezetés- Tl
hez kotottuk

D,

2E-W00¥M-dS3

&>
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https://www.cspista.hu/2020.html
https://www.arduino.cc/reference/en/libraries/adafruit-neopixel/

ESP32_sMQTT_DHT22_neopixel.ino 3/1.

#include <WiFi.h>

#include <PubSubClient.h>

#include <Adafruit_NeoPixel.h>

#include "DHT.h"

#include "secrets.h"

const charx mqtt_server = '"192.168.1.30";

#define DHTPIN 23 // GPI023 pin for DHT sensor
#define NEOPIXEL_PIN 22 // GPI022 pin for Neopixel
#define NUMPIXELS 1 // NeoPixel string size (csak 1 db-ot hasznalunk!)

Adafruit_NeoPixel pixels(NUMPIXELS, NEOPIXEL_PIN, NEO_GRB + NEO_KHZ800);

DHT dht(DHTPIN, DHT22);
WiFiClient espClient;
PubSubClient client(espClient);

unsigned long lastMsg = 0;
#define MSG_BUFFER_SIZE (50)
char msg[MSG_BUFFER_SIZE];
int value = 03

int nClient = 0;

String led_topic "cspista/home/led"; // Igy kénnyebb lesz dsszehasonlitani!
String rgb_topic = "cspista/home/rgb";
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ESP32_sMQTT_DHT22_neopixel.ino 3/2.

void setup() {

pinMode (BUILTIN_LED, OUTPUT); // Initialize the BUILTIN_LED pin as an output
Serial.begin(115200);

pixels.begin(); // INITIALIZE NeoPixel strip object
pixels.clear(); // Set all pixel colors to 'off'
pixels.setPixelColor (0, pixels.Color(0, 150, 0));

pixels.show(); // Send the updated pixel colors to the hardware.
dht.begin(); // Initialize the DHT22 sensor

setup_wifi();
client.setServer(mqtt_server, 1883);
client.setCallback(callback);

}
void reconnect() {
while (!client.connected()) { // Loop until we're reconnected
char clientId[] = "hobbi@cspista.hu";

if (client.connect(clientId, uMQTT_USER, uMQTT_PASS )) { // Attempt to connect
client.publish("cspista/home", "DHT22 connected"); // Once connected, publish...

client.subscribe(led_topic.c_str()); // ... and resubscribe
client.subscribe(rgb_topic.c_str());
} else delay(5000); // Wait 5 seconds before retrying

}
}
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ESP32_sMQTT_DHT22_neopixel.ino 3/3.

void callback(char* topic, bytex payload, unsigned int length) {

if (led_topic.equals(String(topic))) {
// Switch on the LED if an 1 was received as first character
if ((char)payload[0] == '1") {
digitalWrite(BUILTIN_LED, LOW); // Turn the LED on

} else {
digitalWrite(BUILTIN_LED, HIGH); // Turn the LED off

}
}
else if (rgb_topic.equals(String(topic))) {
long color = strtol((charx) (payload+1), NULL, 16);
pixels.setPixelColor (0, color);
pixels.show();

}

// Az itt nem részletezett loop() és a setup_wifi() fliggvények ugyanazok,
// mint korabban...

= Az rgb_topic-ba érkezd adat #RRGGBB formatumu hexadecimalis szdm
(pl. #203A4C), amit a # karakter elhagyasaval long tipusuva konvertalunk
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Adatkiildés JSON formatumban

Kibovitjik a rendszert egy BME280 szenzorral (hémeérséklet,
nyomas és relativ paratartalom mérése), s a mérési adatokat
egyetlen topikban (cspista/home/bme280), JSON formatumba
csomagolva publikaljuk

Technikai okokbdl nem 1j klienst vetiink be, hanem az ESP32
broker szoftverét bovitjiik ki méré és publikalé funkciokkal

Bekotés: FEERN SRR NEEES SR Ve
S DA - G Pl 021 FE®®®E®® @ (@ @ Vo
SCL - GPIO22 O DPPTLLOPOON
GND - GND LAY
VIN - 3V3 A 319

Hobbielektronika csoport 2021/2022 31 Debreceni Megtestesiilés Plébania



ESP8266 uMQTT Broker BMP280.ino

#include <WiFi.h>
#include "sMQTTBroker.h"
#include "secrets.h"

#include <ArduinoJson.h>
StaticJsonDocument<200> doc;

#include <Wire.h>
#include <Adafruit_Sensor.h>

#include <Adafruit_BME280.h>
#define SEALEVELPRESSURE_HPA (1013.25) class MyBroker: public
Adafruit_BME280 bme; sMQTTBroker {
unsigned long lastMsg; . v .
MyBroker broker;
}

void setup() {
Serial.begin(115200); Ugyanaz, mint kordbban
setup_wifi();
bme.begin(0x76, &Wire);
broker.init(1883);
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ESP8266 uMQTT Broker.ino

void loop() {
broker.update();
if ((millis() - lastMsg) > 5000) {
//——— Read and publish BME280 sensor data ---————---—-
doc["temperature"] = String(bme.readTemperature(), 1);
doc["humidity"] = (int)bme.readHumidity();
doc["pressure"] = String((bme.readPressure()/98.58566F), 1); [/ sea level corr.
std::string payload = doc.as<std::string>();
std: :string mytopic = "cspista/home/bme280";
broker.publish(mytopic, payload, 0, fal:e);
. lastlsg += 5000; Q%s Retain flag
35

Arra tigyeljiink, hogy a serializeJson() adatfolyamként kezeli a
String objektumokat, azaz hozzafliz... Példaul:

String output = "JSON = ";
serializeJson(doc, output);

Esetiinkben most egyszertibbnek tlint a tipuskonverzio, de nem ez
az egyetlen ut
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ESP8266_sMQTTBroker BME280 futasi eredmény

= A cspista’home/bme280 témakorbe a brokerrdl helyileg kiildott
izenetek lathatéan nem jutnak el az onPublish() visszahivasi
fiiggvénybe, ezek napldzasat nekiink kellett volna megoldani

© CoMm3 — O *

‘ H Send |

Connection established! &

IP address: 1%2.168.1.30

Client hobbi@cspista.hu connected

Client hobbilcspista.hu published DHTZ22 connected into cspista/home
Client hobbilcspista.hu published 27.6 into cspista/home/temp
Client hobbifcspista.hu published 1€ into cspista/home/humidity
Client hobbilcspista.hu published 27.6 into cspista/home/temp
Client hobbifcspista.hu published 1€ into cspista/home/humidity
Client cspista-RN7 connected

Client hobbiflcspista.hu published 27.€ into cspista/home/temp
Client hobbilcspista.hu published 16 into cspista/home/humidity
Client hobbiflcspista.hu published 27.€ into cspista/home/temp
Client hobbilcspista.hu published 16 into cspista/home/humidity

Client cspista—-RN7 published 0 into cspista/home/led >

Client cspista-RN7 published 1 into cspista/home/led >

Client hobbiflcspista.hu published 27.€ into cspista/home/temp

Client hobbilcspista.hu published 16 into cspista/home/humidity

Client hobbiflcspista.hu published 27.7 into cspista/home/temp

Client hobbilcspista.hu published 16 into cspista/home/humidity

Client cspista-RN7 published #131472 into cspista/home/rgb > v
Newiline v 115200 baud v Clear output
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&) MQTT Explorer — O >
Application  Edit  View

=  MAQTT Explorer Q

¥ 192.168.1.30
¥ cspista . i
¥ home Topic & B A
'bme280 = {"temperature™"26.8","humidity":39,"pressure""1019.4"}
temp =266
rgbh = #184EC0
Ied = 1 L1 1]
temperature W humidity be
cspista‘home/bme280 o a cspista/homa/bme280 o a Value (g ~
26.8 40
26.78 39.8
— QoS: 0
2676 = 03/08/2022
26.74 6:46:34 PM
26.72
26.7 "tem;.Jer:atur'e": "26.8",
"humidity": 39,
"pressure”: "1819.4"
pressure W cspista’home/humidity ¥
cspista/home/bme280 o a - @
1K » History
1K &0
1K
50
1k Publish A
40
1K
1K 30 Topic
cspista/home/bme280 X
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Ellen6rzés és hasznalat MQTT Dash klienssel

L = . n
= - ﬂ-
D¥looss o 369y
roon. ssSeETET
g_cEgt. 282

DHT2Z

.

19%

bme280

28.7°C 1019.5hPa
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MQTT Dash konfiguralas

15:32 > 3.l =, @D 66

© a8 @

MQTT Dash

FlesPI

ESP32 sMQTT

HiveMQ

Uj kapcsolat
|étrehozdsdhoz
kattinsunk a + gombra+
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15:34 B > B .l F @ 66%

MQTT Dash =

create home screen shortcut for every connection.
To create shortcut long press on any connection in
connections list.

Keep screen on when connected to this broker

Allow metrics management. If disabled, you can't
add, edit, delete or rearrange metrics. This serves as
protection from unintentional metrics changing.

Name

ESP32 sMQTT
Address

192.168.1.30

Port

1883

Enable connection encryption (SSL/TLS).
Note: if server certificate is self-signed, you need to
install it to your device or enable option below,

I:] otherwise connection will fail. If server certificate
issued by a known Certificate Authority (CA), it will
work out of box, without installing to you device.
Also don't forget, that MQTT servers have different
ports for plain and SSL/TLS connections.

I:I This broker uses self-signed SSL/TLS certificate. |
trust this certificate at my own risk.

User name

hobbi

User password

Client ID (must be unique)

cspista-RN7

14:07 * &

MQTT Dash

1883

Enable connection encryption (SSL/TLS).
Note: if server certificate is self-signed, you need to
install it to your device or enable option below,

D otherwise connection will fail. If server certificate
issued by a known Certificate Authority (CA), it will
work out of box, without installing to you device.
Also don't forget, that MQTT servers have different
ports for plain and SSL/TLS connections.

D This broker uses self-signed SSL/TLS certificate. |
trust this certificate at my own risk.

User name

hobbi

User password

Client ID (must be unique)

cspista-RN7

Tile size

O Small

@ Medium

O Large

Metrics columns count for vertical orientation (0 - auto)
0

Metrics columns count for horizontal orientation (O -
auto)

0
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MQTT Dash konfiguralas

ESP uMQTT

GPIO2

o

28% ‘

Neopixel bme280

27.1°C

bme280

1010.3hPa

~ cspista/home/temp
K:Hx““*cspista/home/led
- cspista/home/humidity
~—— cspista/home/rgb

- cspista/home/bme280

Choose type

Text

Switch/button

Range/progress

Multi choice

Image

Color
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MQTT Dash konfiguralas

14:10 T &

MQTT Dash

Name

GPIO2

Topic (sub)

cspista/home/led

Extract from JSON path (if payload is in JSON format),
e.g.: S.level.value. JSON path documentation at the URL
below:
https://github.com/jayway/JsonPath/blob/master
/README.md

Enable publishing

Topic (pub) - keep empty if the same as sub

Update metric on publish immediately (do not wait
for incoming message to update visual state)
Main text size

O Small
O Medium
@ Large

Main text color

Other settings
® Qos(0)
O aos(1)
O QoS(2)
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Expression can be any valid JavaScript expression which
evaluates to boolean (truelfalse).

You can use 'val' and 'secs' constants in your expression.
'val' contains either, received raw payload or extracted
from JSON raw value, if JSON path specified.

'secs' contains numbers of seconds since last activity
(last data received or image downloaded).

For example, with the following expression, tile will blink
if temperature is lower than 10 or higher than 90: 'val < 10
|| val > 90"

Options
Long press option for additional actions

(0) Off

Multiple choice

(1) On
ADD OPTION

'On Receive' JavaScript handler called when new payload
received for this metric

ON RECEIVE
'On Display' JavaScript handler called each time, when
the app renders metric tile contents, e.g. when content
changed or last activity time changed

ON DISPLAY

'On Tap' JavaScript handler called when you tap (click) on
the tile

ON TAP

1411 * &

MQTT Dash

Neopixel

Topic (sub)

cspista/home/rgb

Extract from JSON path (if payload is in JSON format),
e.g.: S.level.value. JSON path documentation at the URL
below:
https://github.com/jayway/JsonPath/blob/master
/README.md

Enable publishing

Topic (pub) - keep empty if the same as sub

Payload format
@ HEX string

O Numeric string

Update metric on publish immediately (do not wait
for incoming message to update visual state)

Icon

==

Other settings

(® Qos(0) RGB

O aos() vezérlés
O os(2)
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MQTT Dash konfiguralas

VOTT Dach Tobbszintl adatstruktura esetén a neveket
as

. ponttal elvalasztva adhatjuk meg
bme280

Topi () A $. a kiindulasi szintet jelenti (gyokér)

cspista’/home/bme280

14:13 T &

Extract from JSON path (if payload is in JSON format),
e.g.: S.level.value. JSON path documentation at the URL
below:

https://qi /jayway/JsonPath/blob/master

/README.md

S.pressure
[] Enable publishing
Prefix Postfix

hPa

Main text size

O Small

@ Medium

O Large

Main text color Json C(dClT

. felhaszndldsa

Other settings
(® Qos(0)
O qos(1)
O qos(2)

Blink tile to draw attention, if the expression evaluates to
‘true’.
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A DOIT ESP32 Devkit-1 kartya kivezetései

Csak bemenetek GPIO6 - GPIO11:

lehetnek ® [ ¢ foglalt (SPT flash)

EN (3| GPI023 | [ vsPIMOSI |

~ [ RTC_GPIOO |[ SensorVP || ADC1CHO | GPIO36 | M| GPI022 | [ 12€5€L |

' | [[RTC_&PIO3 |['Sensor VN ][ ADC1CH3 | GPIO39 | '} GPIO1 || UARTOTX |

) [ RTC_GPIO4 || ADC1CHE || GPIO34 | (¥ | GPIO3 || UARTORX |
[RTC_GPIO5 || ADC1CH7 || GPIO3S | | GPIO21 | 12csDA |

[ RTC_GPIOS ][ TOUCH9 |[ ADC1CH4 |[ GPIO32 [ GPI019 | [ vsPIMISO |

[ RTC_GPIOS || TOUCH8 |[ ADC1CHS || GPIO33 |
[RTC_GPID6 || DACL |[ ADC2 cHs |[ GPIOZS |
[RTC_GPIO7 |[ DAcz [ ADC2cH9 | [ GPIO26 |
[_RICGPO17 |(  ToucH7 [ ADCz2 cH7 | [ GPIO27 |

| RTC_GPIO16 || HSPICLK [ TOUCHE |( ADCZ CHs || GPIO14 |
[ RTC_GPIDI5 | HSPIMISO |( ToucHs | [ ADC2 CH5 |[ GPIO12 |

[ RIC GPID14 || H5PI MOSI | [ TOUCH4 | [ ADC2 CH4 || GPIO13 |

ESP-WROOM-32

GPIO17 |[ UART 2TX |
| GPIO16 || UART 2 RX |

" GPIO4 |[ ADC2cHo |[ TOUCHO || RTC_GPIO1O |
| GPI02 |[ ADC2¢H2 || TOUCHZ || RIC GRIO12 |
[ GPIO15 | [apc2 cHz |[ TOUCH3 || HsPicso | [TRic crion |

® & & & @& & =+ @ @B

Forras: randomnerdtutorials.com/getting-started-with-esp32/

41
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Ellenallas szinkodok

4-band color code I I I ' 10K Ohms + 5%
_ .

5-band color code Dll_ 47.5 K Ohms + 1%
|

6-band color code

276 Ohms = 5%

Multiplier Tolerance
SLV 0.01 SLV = 10%
First Digit Second Digit  Third Digit GLD 0.1 GLD + 5% Temperature

BLK-1
BRN-10

Coefficient

BRN + 1% BRN-100ppm

RED-100 RED 2% RED-50ppm

GRN-100K GRN % 0.5%
BLU-1M

YEL-25ppm

BLU-x0.26%
VIO-10M VIO £0.1%

WHT-9 WHT-9 WHT-9
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